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I MobilePASS+ Enrolilment Process

Download the MobilePASS+ —

MobilePASS+

Application Open the App

Install the MobilePASS+ app
from the App Store or
Google Play store

Create a PIN code

or

Use the biometric
authentication
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I MobilePASS+ Enrolilment Process

Ce document ne peut étre reproduit, modifi€, adapté, publié, traduit, d'une quelconque fagon, en tout ou
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o CI iCk On 'I'he | in k fro m 'I'he mo i | ::;‘;ﬂl‘\f;i.'lllnj‘sfnri Access <noreply@eu.safenetid.com>

Mobile Pass Token Self-enroliment on STA Thales Group

MIAROVIC Ovstoche

Your seif-enrollment account has been created on STA Thales Group.

Wa rming : Go to the following URL to envoll with SafeNet Trusted Access:

by 1oud. eu safenetid

The link in the email expires after 10 days. If the link has expired, you will

e e | o

1 the above link does not work, Copy and paste this URL to your web browser.

have to make a KISS token renewal request or contact your Thales T v k15 g e 10 doys. Wike GGty Uhg 60N 66 CHARIR 4 b iy, sl s b 0 M4t Pkl v T Rk bt
correspondent. D/l service-now com/sspNdesc cat RamBsys iedsdan)ad LUANO]OMETIE2ebckid
Regards,
Thales IS/IT ﬁ
—| v]
woos v =i I
o Android
i0os

¥ the MobilePASS+ applicalion s ni

) Select the Device’s system o o o s

Download and install it

‘Windows 10

Open this page on your selecied device, and follow the instrucfions shown on the page

To envoll your token on your device using QR code. scan the code 10 the nght using downloaded MobilePASS+ apphcation on your device.

€) Scanthe QR code
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VMware Horizon - Connection to the service

s || First of all, install the free VMware Horizon client for Windows, MacOS or Linux on your workstation
(you can find the link at https://alcea.info.thalesgroup.com/).

es

@ NEWS PRIVACY USEFUL LINKS CONTACTS SERVICE STATUS
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VMware Horizon - Client configuration

es

@ Open the VMware Horizon Client (double click on the icon) 2%
@ Double click on “Add server”

€ Enter the name of the Connection Server: emea.alcea.thalesgroup.com
@ Clickon “Connect” =

(2]

3 vMware Horizon

Enter the name of the Connection Server.

e I " emea.alcea.thalesaroup.com l

Always connect at launch

o () O

&

e The next time you will only need to double click on the server button

emea alcea. thalesgroup.com
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I VMware Horizon - Log on and open the VM

A windows will open in your browser,  SafeNet Trusted Access

:
Bienvenue'!
Connectez-v VOUS pour acce: der ALCEA

Fill in your TGI

Nom d'utilisateur

Click on “connect”

Choose either to have a push notification
send on your mobile device

Or
Enter a passcode

THALES

S

REF: 0001-0048836199 — 07/2022 T I I
|7 Thales Global Services SAS {OPEN} A L E S



Ce document ne peut étre reproduit, modifié, adapté, publié, traduit, d'une quelconque fagon, en tout ou

I? partie, ni divulgué & un tiers sans I'accord préalable et écrit de Thales - ©Thales 2018 Tous Droits réservés

VMware Horizon - Log on and open the VM

Connectez-vous pour accéder ALCEA
EMEA

© s
@ Cranger duilisateur

Approuvez la demande de
Q connexion qui a été
envoyée a votre
authentificateur
MobilePASS+.

ou

‘ I Saisir un code secret

REF: 0001-0048836199 — 07/2022

e Push Notification on your mobile device

Go on your device and approve the request e

)

or
e Enfer a passcode

@ Enter the passcode provided by the application : 8 digits.
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I VMware Horizon - Log on and open the VM
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Back to the Horizon client
Fill the fields in the following order:

Please find you domain name in the

Welcome email
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(] .
== Connexion

Serveur :

Nom d'utilisateur :

Mot de passe :

"3 https://emea.alcea.thalesgroup.com

O( )
o | )
Annuler Connexion e
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I VMware Horizon - Log on the VM

You are connected
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eDir - Change your eDir password

The first time you log in, you must change the edir password that was sent to you.

Open your browser and type the following address in the search bar : PAM THALES (corp.thales)

(hitps://pam.corp.thales/)

THALES

Igantfier

Enter your IL

Enier old passwond

Entar your okl password

Ervder new password

Canfirm new password

0 00 ©

REF: 0001-0048836199 — 07/2022
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@& Type your TGl or SGI

€ Type the edir password you used

to login

€©) Type your new edir password

@ Confirm your new edir password

© Click on Apply

THALES GROUP INTERNAL
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Password policy

Password must contain:

= Minimum 9 characters
= 1 lowercase (a to z)

1 uppercase (Ato Z)
1 digit (0 to 9)
1 non-alphanumeric character

&#' {([-]_@)]1+=}$%"<>

Password must not contain:

= Lasts passwords
= TGl
= Given name or family name

Password is valid 182 days.

THALES



I Outlook - Mailbox configuration 1/2

Now that you are logged on your VM, open Outlook to configure your Thales maillbox

Fillin the "Login” and “Password” with
your TGl and eDir password

THALES

Then click on "Continue”

Click on "Next >” in each popup

Password

Wecome to Microsoft Outlook 2016 *

Loading Profile

Welcome to Outlook 2016

Outlook helps you manage your life with powerful tools for email,
calendar, contacts, and tasks.

Let's get started. In the next few steps, we'll add your email account.

Ce document ne peut étre reproduit, modifié, adapté, publié, traduit, d'une quelconque fagon, en tout ou

IT partie, ni divulgué & un tiers sans I'accord préalable et écrit de Thales - ©Thales 2018 Tous Droits réservés
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k
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I Outlook - Mailbox configuration 2/2

Check that "Your Name” and “"E-mail Address” are correct

Add Account

Auto Account Setup
Outlook can automatically configure many email accounts.

(®) E-mail Account

©Thales 2018 Tous Droits réservés

E-mail Address: L St @thalesgroup.com

CI iC k O n b N ext > “ Example: ellen@contoso.com

(O) Manual setup or additional server types

The Outlook’s window opens giving you access to your Thales emails

Ce document ne peut étre reproduit, modifié, adapté, publié, traduit, d'une quelconque fagon, en tout ou
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I Data transfer and Storage

Notice : This does not apply for Thales DIS user

Alcea VMs are voldatile, therefore data as well. Avoid storing data locally. In any case,
make sure to always store/backup your data externally.

Several possible means are available to store, retrieve, tfransfer data from or to your
Alcea VM:

» Cryptobox application
2 User’s dedicated network drive ’\\<Network_drive>\<your_ TGI>’

» Data transfer via Exchanger, accessible from the Infranet

Ce document ne peut étre reproduit, modifi€, adapté, publié, traduit, d'une quelconque fagon, en tout ou
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I Data transfer and Storage - Cryptobox application 1/2

hitps://Thales.cryptobox.com

o= & w 3 thalet oryptobaos com.

Ce document ne peut étre reproduit, modifi€, adapté, publié, fraduit, d'une quelconque facon, en fout ou

Notice : This does not apply for Thales DIS user
You must create an account on the Cryptobox application on

€) Click on “Register”

€) Fillin the fields with your thalesgroup.com email
address and click on “"Register”

9 Click on “accept”

o ==
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I Data transfer and Storage - Cryptobox application 2/2

con, en tfout ou

ne quelc

ifie, adapté, publié
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Ce document ne peut étre rep
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B

Notice : This does not apply for Thales DIS user

You have received an email from Cryptobox in your

thalesgroup.com mailbox
Open this mail and click on “validate”

. CRYPTOBOX

Cryptobox registration

You can now use Cryptobox on your VM and on your physical workstation at the same time to

transfer your data.
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In the side menu, you will find
tutorials to help you

There is currently no storage
limit set by the product

CRYPTOBOX

On the Cryptobox
application, your account is % s v
now registered

A propos de Cryptobox
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Data transfer and Storage - Users Network drive dedicated folder
1/2

Notice : This does not apply for Thales DIS user

LI = | This PC - ] X

Computer  View [7]

T = ThisPC v O Search This PC

~ Folders (7)
A Quick access

B Documents + 3D Objects Desktop

¥ Downloads + < - -
¥

Accessible from and within your Alcea VM, by default Srcwes  # TP Doament bomiioall
MyA, g =]
Pr:tepcfed ) Music Pictures
ALCEA ——
D Music J’ =
B videos Videos
S\This PC E
 Devices and drives (2)
W et _W‘"do‘"s (©) CD Drive (D)
The network drive letter and path depend on your S 6558 free of 119 GB ~
aftached VM domain (Operational Assignment)  r——rrrr—
:f 202 MB free of 0.97 GB
10 items B =
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Data transfer and Storage - Users Network drive dedicated folder

2/2

Notice : This does not apply for Thales DIS user

©) select the Drive letter and fill in
the “Folder” with the
"\\<Network_drive>\<your_TGI>’

NB: The network drive letter and path depend on
VM domain (Operational Assignment)

€) Then “Finish”

partie, ni divulgué & un tiers sans 'accord préalable et écrit de Thales - ©Thales 2018 Tous Droits réservés
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0 Select * Computer” and *Map network drive”

If not set by default, you can map your ‘\\<Network_drive>\<your_TGI>". Ask your
colleagues or contact your IT service to get the path of your network drive.

T e 8

= Options v Connecter le périphérique USB ~ «fa Envoyer Ctrl-Alt-Delete

. & Uninstall or change a prog

84 System properties

Map network ‘\dd a network  Open

1

¢

H

drive ~ location Settings <8 Manage
| & @ Map Network Drive Network System
1™ " "

What network folder would you like to map? Music Pictures

1 —
Specify the drive letter for the connection and the folder that you want to connect to: Q fh
Drive: z i) Videos
Folder: I \\Milerepmi\Users\ S s #.0 » ‘ Browsa... l

Example: \
Reconnect at sign-in

[ connect using different credentials

Connect to a Web site that you can use to store your documents and pictures. _

Devices and drives (2)

Windows (C:) CD Driv
-’

s 650 GB free of 119 GB o

Network locations (1)

(=)=
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I Contacts

0 For support on the ALCEA service, please contact the Thales Service Desk :
= By phone +33(0)4 75 79 72 60

= Or through the Self Service Portal on https://kiss.service-now.com/

¢ 0lf you want fo install an application on your ALCEA Virtual Machine, please send a mail to

B alcea.delivery@thalesgroup.com (with a copy to your hierarchy) specifying the ITN of the
desired application, your Domain and your TGI. If the application does not have an ITN, please
request its referencing from the Self Service Portal in the *Ask for the referencing of a software”
section.

alable et éc

ord pré

oduit, modifié, adapté, publié

~¢ 0O For any question about the ALCEA service, please contact

% alcea.service@thalesgroup.com
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